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Agenda (part 1): mwdb
● Introduction to malware analysis
● Malware Sandboxes
● What is MWDB?

○ Tour de mwdb.cert.pl
● Yara rules crash course

○ Malware hunting with Yara rules
● Scripting and automation with mwdblib



Prerequisites
Open a terminal and check if these tools are installed:

● $ python3 -m pip
● $ git
● $ docker-compose

https://docs.docker.com/engine/install/ubuntu/
https://docs.docker.com/compose/install/

Bookmark this URL: https://training-mwdb.readthedocs.io/

Clone this repository: https://github.com/CERT-Polska/training-mwdb

https://docs.docker.com/engine/install/ubuntu/
https://docs.docker.com/compose/install/
https://training-mwdb.readthedocs.io/
https://github.com/CERT-Polska/training-mwdb


Introduction to malware analysis
● We will talk about malware a lot
● “Malware”: all kind of unwanted programs

● Malicious software
● Different kinds of malware

● Trojans, Worms, Ransomware, Spambots…
● Ever active and growing threat in IT Security



Some trivia first: file hashes
● When analysing malware we usually refer to files by their hash

○ Like sha256, sha1 or md5
● For example we don't say "that emotet sample from december". We 

say "sample dae1550dccc88ddaf576055758b04f9f12c5baaf" instead.
● So hashes are a bit like unique file IDs used everywhere.
● Use programs sha1sum, sha256sum, md5sum, etc



Exercise: file hashes
● What is the md5 hash of autoit-malware.bin file?
● What is the sha1 hash of citadelmalware.bin file?
● What is the sha256 hash of 

unknown_sample_07c69147626042067ef9adfa89584a4f93f8ccd24de
c87dd8f291d946d465b24.bin file?



Useful systems: MISP



Useful systems: VirusTotal



Exercise: VirusTotal
● Search for citadelmalware.bin file on VirusTotal

○ How many AntiVirus vendors detected the file as malicious?
○ When was the file first detected?
○ What public Yara rule detected this sample?



Useful systems: MWDB



Introduction to malware analysis
● Why do we even analyse malware?



Introduction to malware analysis
● Why do we even analyse malware?

● To understand, what’s going on
● To share knowledge with the others
● To prevent more malware in the future
● To protect our organisation
● Because it’s our job 🙂



Introduction to malware analysis
● How can we learn more about malware:

● Read blog posts/publications written by others
● Follow malware analysis feeds
● Learn reverse-engineering and analyse the samples in depth
● Run malicious files and observe their behaviour



Reverse Engineering



Introduction to malware analysis
● How can we learn more about malware:

● Read blog posts/publications written by others
● Follow malware analysis feeds
● Learn reverse-engineering and analyse the samples in depth
● Run malicious files and observe their behaviour

● How do we analyse malware in scale?



Introduction to malware analysis
● How can we learn more about malware:

● Read blog posts/publications written by others
● Good idea, but not enough

● Follow malware analysis feeds
● Topic of Paweł’s workshop 🙂

● Learn reverse-engineering and analyse the samples in depth
● Out of scope for this talk

● Run malicious files and observe their behaviour
● Sounds good, but how to do this securely?

● How do we analyse malware in scale?



Malware Sandboxes
● Run a malware sample in a controlled environment automatically
● Record network traffic, behaviour trace and memory dumps
● Present the results to the analyst in a human readable form



Sandboxes: app.any.run
(paid, $)

https://app.any.run/



Sandboxes: Joe Sandbox
(paid, $$$)

https://www.joesandbox.com/



Sandboxes: Cuckoo
(open source)



Sandboxes: CAPE
(open source, fork of cuckoo)

https://capesandbox.com



Sandboxes: Cuckoo3
(open source, fork of cuckoo)

https://cuckoo.cert.ee/



Sandboxes: Drakvuf Sandbox
(open source, by CERT.PL)



Sandboxes: exercise
● Run the autoit-malware.bin sample in the sandbox of your choice

● You can use our existing analysis:
https://app.any.run/tasks/a09e01d8-9d10-4485-b6f2-21609a0849e5

● What is the domain name the sample tries to connect to?
● What is the malware family sandbox detected in the sample?
● How many processes were started by the sample?

https://app.any.run/tasks/a09e01d8-9d10-4485-b6f2-21609a0849e5


Sandboxes: exercise

● (demonstration)



Sandboxes: use cases
● Running samples is nice, but what can we do with this data?

● Write reports
● Upload the results to another database

■ (like MISP or MWDB)



What is MWDB?
Introduction to the interface

mwdb.cert.pl



mwdb.cert.pl



Malware reverse engineer

mwdb.cert.pl



Malware reverse engineer

IoC

IoC

IoC

mwdb.cert.pl



Malware reverse engineer

mwdb.cert.pl



researcher.py

researcher.py

researcher.py

mwdb.cert.pl



researcher.py

researcher.py

researcher.py

mwdb.cert.pl



MalWare DataBase
researcher.py

researcher.py

researcher.py

mwdb.cert.pl



MalWareDB
researcher.py

researcher.py

researcher.py

mwdb.cert.pl



MWDB
researcher.py

researcher.py

researcher.py

mwdb.cert.pl



MWDB
The Interface

mwdb.cert.pl



MWDB
The Interface

mwdb.cert.pl



MWDB account
● Open https://mwdb.cert.pl
● Login with credentials:

● User: first-training-2022
● Password: first-training-2022

https://mwdb.cert.pl/


#1. Tour de mwdb.cert.pl
https://mwdb.cert.pl

mwdb.cert.pl

https://mwdb.cert.pl/


Login with your individual credentials

mwdb.cert.pl

Training materials: https://training-mwdb.readthedocs.io/

https://training-mwdb.readthedocs.io/


mwdb.cert.pl

Exercise #1.0: Getting familiar with the interface

Materials:
- https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-0-gett

ing-familiar-with-the-interface
- https://mwdb.readthedocs.io/en/latest/user-guide/1-Introduction-to-MWDB.

html

https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-0-getting-familiar-with-the-interface
https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-0-getting-familiar-with-the-interface
https://mwdb.readthedocs.io/en/latest/user-guide/1-Introduction-to-MWDB.html
https://mwdb.readthedocs.io/en/latest/user-guide/1-Introduction-to-MWDB.html


Link to
sample 
details

Click on 
tags to filter 
(or filter out)

mwdb.cert.pl

Exercise #1.0: Getting familiar with the interface



mwdb.cert.pl

Exercise #1.0: Getting familiar with the interface



mwdb.cert.pl

Exercise #1.0: Getting familiar with the interface



mwdb.cert.pl

Exercise #1.1: Filtering samples by tags
Introduction



Simple tag, mostly used for marking artifacts that are 
associated with malware family
Tag describing the source of malware sample

Tag for the original sample, indicating recognized 
malware family

Tag describing the type of sample

Generic metadata tag with additional information that are 
useful for filtering

mwdb.cert.pl

Exercise #1.1: Filtering samples by tags

https://mwdb.readthedocs.io/en/latest/user-guide/5-Tagging-objects.html#built-in-tag-conventions

https://mwdb.readthedocs.io/en/latest/user-guide/5-Tagging-objects.html#built-in-tag-conventions


mwdb.cert.pl

Exercise #1.1: Filtering samples by tags
Lucene-based query syntax

conditions
<field>:<value> operators

AND, OR, NOT
(uppercase only)

wildcards

https://mwdb.readthedocs.io/en/latest/user-guide/7-Lucene-search.html

https://mwdb.readthedocs.io/en/latest/user-guide/7-Lucene-search.html


Everything related to formbook

mwdb.cert.pl



Exercise #1.1: Filtering samples by tags
Ranges

mwdb.cert.pl



mwdb.cert.pl

Exercise #1.1: Filtering samples by tags

Goals: Get familiar with the interface, play around with the search query
● Include only runnable:win32:exe  and ripped:*  samples 

but exclude all coming from feed:*
● Click on tag with family name
● Add wildcards to family name to generalize to source of classification

Materials:
● https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-1-filte

ring-samples-by-tags

https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-1-filtering-samples-by-tags
https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-1-filtering-samples-by-tags


mwdb.cert.pl

Exercise #1.2: Exploring sample view and hierarchy
Introduction



mwdb.cert.pl

Exercise #1.2: Exploring sample view and hierarchy

RAR archive

Packed malware 
executable

Memory dump with 
unpacked code

Extracted
malware

configuration



DRAKVUF Sandbox

Automated malware analysis system 
that is using DRAKVUF engine 
underneath (open source virtual 
machine introspection based 
agentless black-box binary analysis 
system by Tamas Lengyel et al.)

Uses various heuristics for choosing  
memory regions that may contain 
unpacked code.

https://github.com/tklengyel/drakvuf

https://github.com/CERT-Polska/drakvuf-sandbox

Packed malware 
executable

Memory dump with 
unpacked core

https://github.com/tklengyel/drakvuf
https://github.com/CERT-Polska/drakvuf-sandbox


mwdb.cert.pl

Exercise #1.2: Exploring sample view and hierarchy
Packed malware executable Memory dump with unpacked 

core

Extracted
malware

configuration

Packed malware executable

Packed malware executable

Packed malware executable

Memory dump with unpacked 
core

Memory dump with unpacked 
core



mwdb.cert.pl

malware.



mwdb.cert.pl

Exercise #1.2: Exploring sample view and hierarchy

Goals: Explore the sample view, understand the object hierarchy
● Navigate to 5762523a60685aafa8a681672403fd19
● Follow the relationships and reach static configuration
● Go to Relations and check other parents of the configuration

Materials:
● https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-2-exp

loring-sample-view-and-hierarchy

https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-2-exploring-sample-view-and-hierarchy
https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-2-exploring-sample-view-and-hierarchy


mwdb.cert.pl

Exercise #1.3: Looking for similar configurations

Goals: Find configurations that are similar to the following Formbook config:
  f2e216695d4ce7233f5feb846bc81b8fffe9507988c7f5caaca680c0861e5e02 

● Click on URL to search for www.discorddeno.land/suod/
● Look for other configurations with path /suod/
● Exclude the configuration field and do full-text search on configuration
● Do the same for .land TLD. Do you see only configurations with .land TLD?

Materials:
● https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-3-loo

king-for-similar-configurations

https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-3-looking-for-similar-configurations
https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-3-looking-for-similar-configurations


mwdb.cert.pl

Exercise #1.4: Blobs and dynamic configurations
Introduction



mwdb.cert.pl

Exercise #1.4: Blobs and dynamic configurations
Packed malware executable Memory dump with unpacked 

core

Extracted
malware

configuration

Packed malware executable

Packed malware executable

Packed malware executable

Memory dump with unpacked 
core

Memory dump with unpacked 
core



mwdb.cert.pl

Exercise #1.4: Blobs and dynamic configurations

Extracted
malware

configuration

Unparsed static 
configuration



mwdb.cert.pl

Exercise #1.4: Blobs and dynamic configurations

Extracted
malware

configuration

Dynamic
malware

configuration

next stage
malware

commands

webinjects

Unparsed static 
configuration



mwdb.cert.pl

Exercise #1.4: Blobs and dynamic configurations

Goals: Familiarize yourself with the blob object type
● Take a look at AgentTesla and Remcos decrypted strings
● Find different configurations with ongod4life.ddns.net:4344

and make a diff between related blobs
● Take a look at Hancitor dynamic configuration

Materials:
● https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-4-blo

bs-and-dynamic-configurations

https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-4-blobs-and-dynamic-configurations
https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-4-blobs-and-dynamic-configurations


mwdb.cert.pl

Exercise #1.5: Let’s upload something!
Introduction



mwdb.cert.pl

Exercise #1.5: Let’s upload something!
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Exercise #1.5: Let’s upload something!



mwdb.cert.pl

Exercise #1.5: Let’s upload something!



mwdb.cert.pl

Exercise #1.5: Let’s upload something

Goals: Learn how object sharing and access inheritance work.
● Upload ex5malware.zip to mwdb
● Take a look at the results

Materials:
● https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-5-let-

s-upload-something

https://github.com/CERT-Polska/training-mwdb/raw/main/ex5malware.zip
https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-5-let-s-upload-something
https://training-mwdb.readthedocs.io/en/latest/part-1.html#exercise-1-5-let-s-upload-something


Yara Rules



“Strings” utlity

● Strings is a simple Linux program to find text in binary files 
● You can use it for extremely basic binary file analysis (like malware)
● Exercise: Run strings citadelmalware.bin

● Are there any domain names or IP addresses you see?
● Hint: append “| less” to the end of to scroll results easily

● You can also search for unicode strings if you add parameter -el
● Do you see any registry key in the strings?



Yara Rules

● YARA is a simple language for matching 
patterns in binary files

● Useful: Industry standard in IT security



Yara Rules

● meta:
● Arbitrary key-value pairs (sometimes useful for automation etc) 



Yara Rules

● strings:
● Text strings like “SELECT”, “/bin/ls”, “source.exe”

● Optional modifier “ascii”, “wide”, “nocase” (like “source.exe” wide)
● Binary strings like {4d 5a 00}, {61 62 ?? 6? 65}, {6a [4] c3}

● Some wildcards, like ??, 6? or [4]
● Regular expressions like /name=”[a-z]+”/



Yara Rules

● condition:
● Expression with the rule for matching. Possible operations include for example:

● $string_name
● $string1 or $string2
● $string1 and $string2
● all of ($string*)
● all of them



● Go to the folder where you cloned training-mwdb
● /root/training/training-mwdb on the server

● Unpack the warzone files
● 7z x warzone_exercise.zip

● Password is “infected”
● Create a yara rule that will match all three warzone files

● But no other files!
● Hing: use strings from the strings utility

● For example yara -r warzone.yar /root/training/training-mwdb
should return exactly three files



Yara

You can do many things with Yara!

- Integrate with karton and mwdb using karton-yaramatcher
- Integrate with your sandbox (for example, CAPE)
- Antivirus engines use Yara (or similar) under the hood!
- You can scan whole machine with Yara



mquery

● My project :)
● Yara query accelerator for large datasets
● Right now there is no public instance.



#2. Scripting and automation with mwdblib
mwdb.cert.pl



# On older distributions - upgrade pip:

(venv)$ pip install -U pip

# Install mwdblib with CLI extras

(venv) $ pip install mwdblib[cli]

# … and ipython for convenience

(venv) $ pip install ipython

mwdblib installation

# Create virtualenv and activate

$ python3 -m venv venv

$ . venv/bin/activate

# On Debian/Ubuntu you might need to install python3-venv

Setup environment

If you don’t know what virtualenv is, read more:
Installing packages using pip and virtual environments — Python Packaging User Guide

https://packaging.python.org/guides/installing-using-pip-and-virtual-environments/#installing-virtualenv


mwdb.cert.pl

Exercise #2.1: Get recent files

Goals: 
● Login with mwdblib and use the `recent_files` method
● Get information about 10 most recent files

Materials:
- https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-1-get

-information-about-10-recent-files-using-mwdblib
- https://mwdblib.readthedocs.io/

https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-1-get-information-about-10-recent-files-using-mwdblib
https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-1-get-information-about-10-recent-files-using-mwdblib
https://mwdblib.readthedocs.io/


mwdb.cert.pl

Exercise #2.2: MWDBObject properties

Goals: Get information about 780e8fb254e0b8c299f834f61dc80809
● Check file’s name, tags and children
● Get the first 16 bytes of the file
● Get the configuration linked to this file
● Check names of the other files that are parents of that configuration

Materials:
- https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-2-che

ck-properties-of-780e8fb254e0b8c299f834f61dc80809
- https://mwdblib.readthedocs.io/

https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-2-check-properties-of-780e8fb254e0b8c299f834f61dc80809
https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-2-check-properties-of-780e8fb254e0b8c299f834f61dc80809
https://mwdblib.readthedocs.io/


mwdb.cert.pl

Exercise #2.3: Using mwdblib CLI

Goals: Learn to use mwdblib CLI component
● Download 10 files that were tagged as ripped:lokibot using mwdblib CLI

Materials:
- https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-3-usi

ng-mwdblib-cli

https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-3-using-mwdblib-cli
https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-3-using-mwdblib-cli


mwdb.cert.pl

Exercise #2.4: Joining CLI with other tools

Goals: Get 10 most recent Mutexes from nanocore configs
● mwdb fetch  can also fetch configurations in JSON format
● You can select things from JSONs using jq tool

Materials:
- https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-4-join

ing-cli-with-other-tools

https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-4-joining-cli-with-other-tools
https://training-mwdb.readthedocs.io/en/latest/part-2.html#exercise-2-4-joining-cli-with-other-tools

